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PRE-APPEAL BRIEF REQUEST FOR REVIEW 



I hereby certify that this correspondence facsimile transmitted to 
the U.S. Patent and Trademark Office on the date shown below. 




Signature, 



Typed orprinted ^ fe^U^ 



Docket Number (Optional) 
POU920010149US1 



Application Number 
10/042,639 


Filed 

01/08/2002 


First Named Inventor 
Christopher R. Vincent 


Art Unit 
2132 


Examiner 
Kambiz Zand 



Applicant requests review of the final rejection in the above-identified application. No amendments are being filed 
with this request. 



This request is being filed with a notice of appeal. 



The review is requested for the reason(s) stated on the attached sheet(s). 
Note: No more than five (5) pages may be provided. 



I am the 

|~ | applicant/inventor. 

I assignee of record of tha entire Interest. 

1 1 See 37 CFR 3.71 . Statement under 37 CFR 3.73(b) is enclosed. 

(Form PTO/SB/96) 

1/11 attorney or agent of record. 37,333 

Registration number [ 
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Typed! or printed name 
(561)989-9811 



Telephone number 



| attorney or agent acting under 37 CFR 1 .34. 
Registration number if acting under 37 CFR 1 .34 _ 



March 30. 2QP$ 



Date 



NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representatlve(s) are required. 
Submit multiple forms if more than one signature is required, see below*. 
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'Total of 



forms are submitted. 



This collection of information is required by 35 U.S.C. 13Z The Information is required to obtain or retain a benefit by the public which is to fife (and by the USPTO 
to process) an application, Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11, 1.14 and 41.6. This collection is estimated to take 12 minutes to 
complete, Including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case Any 
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer 
U.S. Patent and Trademark Office. U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED 
FORMS TO THIS ADDRESS. SEND TO: Mail Stop AF» Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

if you need assistance in completing the form, cat} 1-8O0-PTO-9199 and select option 2. 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 



Appl. No. 

Applicant 

Filed 

TC/A.U. 

Examiner 

Docket No. 

Customer No. 



10/042,639 

Christopher R. Vincent 
January 8, 2002 
2132 

Kambiz Zand 

POU920010149US1 

23334 



Confirmation No. 4287 



CERTIFICATE OF FACSIMILE TRANSMISSION 

I hereby certify lhat this correspondence is being facsimile transmitted to U.S Patent and Trademark Office at the 
addresss COMMISSIONER FOR PATENTS, P.O. Box 1450, Alexandria, \A 22313-1450 on the date below: 



Name of Person Transmitting Facsimile 




Date ofFacsimile transmission 



of Person Transmitting Facsimile 



PRE-APPEAL BRIEF REQUEST FOR REVIEW 



The following remarks are submitted with the Applicant's notice of appeal. The combination of 
references cited by the Examiner does not describe, teach, nor suggest the presently claimed 
invention cited. 



The present invention provides a system and method for allowing access to data or processing on 
a remote computer. Data stored on the remote computers is often private or unavailable to the 
general public. In order to control access to that data, a user authentication system must be 
implemented. Various user authentication systems exist in the prior art which are based on the 
identity of a user's account or a computer requesting the information. Unlike prior art systems, 
the present invention maintains privacy of data by separating the authentication to data from the 
providing of the data. 

To overcome the problems in the prior art, the present invention, as recited for the claims, 
transmits, by a central computer, a partial response to the client computer. The partial response 
comprises at least a nonce value and a representation of information to be displayed on the client 
computer. The nonce value is digitally signed by the central computer and is used to authorize a 
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limited number of direct accesses to data on a remote computer and without using the central 
computer . 

McGarvey, Denning, and Lincoln Do Not Teach The Presently Claimed Invention 
McGarvey leaches issuing a nonce that is common to all remote computers from a mid-server to 
a client computer. The client computer then digitally signs the common nonce and sends the 
digitally signed common nonce back to the mid-server. The mid-server then uses this nonce to 
access the remote computes on behalf of the client computer. The presently claimed invention 
on the other hand completely eliminates the need for a client to receive a nonce from a mid- 
server, digitally sign the nonce, and send the digitally signed nonce back to the mid-server for 
accessing the remote computer on the client's behalf. 

With respect to independent claims 1, 14, 17, 1.9, and 25, the original prosecuting Examiner 
states on page 3 of the Final Office Action that the ciaim limitation of "accepting a request for 
data from client computer" is met by the pre-nonce request (FIG. 1A) of McGarvey. The pre- 
noncc request of McGarvey is transmitted from the middle-tier server 14 to the server 20, which 
contains data to be accessed. Therefore, the Examiner is incorrectly implying that the server 20 
(i.e., the remote computer) receiving a pre-nonce request from the middle tier server 14 is the 
same as the central computer of the present invention accepting a request from a client computer 
as recited for claims 1 and 19. The central computer of the presently claimed invention receives 
a request for data, not a pre-nonce request. With respect to claim 14, claim 14 recites "a request 
receiver for accepting a request... wherein the request contains a nonce value, wherein the nonce 
value is digitally signed with a digital signature by a central computer." The Examiner 
improperly ignored the claim element of "wherein the request contains a nonce value, wherein 
the nonce value is digitally signed with a digital signature by a central computer." 'ITu's is 
nowhere taught or suggest by McGarvey. 

The Examiner improperly rejects claim 14 under the same rationale as claim 1 even though each 
claim includes different claim elements. For example, claim 1 is from the perspective of a 
central computer and claim 14 is from the perspective of the remote computer with the data 
requested by the client computer. The "accepting" in claim 1 is occurring at the central 
computer and the "accepting" in claim 14 is occurring at the remote computer. The request 
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accepted by the remote computer, unlike the request accepted by the central computer, includes a 
digitally singed nonce The pre-nonce request of McGarvey does not include a nonce value and 
clearly does not include a digital signature as recited for claim 14. See McGarvey at paragraph 
34. 

With respect to claim 17 and 25, the Examiner rejected claims 17 and 25 under the same 
rationale as claim 1. However, these claims do not include the claim element "accepting a 
request for data from a client computer. 4 " In fact claims 17 and 25 include a claim element 
directed towards "... a partial response from a first computer, wherein the partial response 
comprises at least a nonce value, a specification of a remote computer, and a representation of 
information to be displayed on a client computer accepting the partial response, wherein the 
nonce value is digitally signed with a digital signature by the first computer." The Applicant 
would like to point out from a given central computer that a response is different than a request. 
Therefore, McGarvey must be analyzed carefully when applying it to the perspective of claims 1 
on one hand and claims 17 and 25 on the other hand. Furthermore, nowhere does McGarvey 
teach, anticipate, or suggest a partial response including "at least a nonce value, a specification of 
a remote computer, and a representation of information to be displayed on a client computer 
accepting the partial response." 

The original prosecuting Examiner further asserted that McGarvey teaches "transmitting from a 
central computer a partial response... wherein the partial response comprises at leas (Sic) a nonce 
value." However, the only support given by the Examiner on page 3 of the Final Office Action 
is that McGarvey sends a nonce "from the remote computer to the middle-tier sever... the server 
14 in Fig. 1 acts as a client and the remote computer (10) meets the server recited in the instant 
claims." For this comparison to be true, McGarvey would have to teach or suggest the client 
acting as the central computer in the present invention, needs to not only digitally sign the nonce, 
but also transmit a partial response to the middle-tier server that includes the digitally signed 
nonce and "a representation of information to be displayed on the client computer." McGarvey 
is completely silent on such a teaching or suggestion. 

The original prosecuting Examiner gave no weight lo the claim element of "transmitting... a 
partial response comprising] at least a... representation of information to be displayed on the 
client computer." Nowhere does McGarvey teach this claim element. In fact, using the 

Page 3 of 5 S/N 10/042,639 

PACE 7/9 » RCVD AT 3/30/2006 6:59:1 1 PM [Eastern Standard Tlmel * SVR:USPTO-EFXRF-3/3 * DN1S:2738300 • CSID:561 989 981 2 * DURATION (mm-ss):03-48 



03/38/2006 18:53 ^61-989-9812 



FLEIT KAIN ET AL. 



PAGE 



Examiner's comparison of the client computer in McGarvey acting as the central computer of the 
presently claimed invention, the middle-tier server would receive a partial response with a 
digitally received nonce and information that is to be displayed on the middle-tier server. 
However, no information is taught by McGarvey to be displayed on the middle-tier server. If 
any information were to be displayed in McGarvey, this information would be displayed on the 
client computer 10. 

Furthermore, the Examiner rejects claims 14, 15, and 25 under the above rationale even though 
claim 14 does not recite "transmitting" and claims 17 and 25 are not "transmitting from a central 
computer... to the client computer" but are ''transmitting ...to the remote computer." Moreover, 
Applicant would like to point out that claims 9, 17, and 25 further recite that the partial response 
includes "a specification of a remote computer", which was given no weight by the original 
prosecuting Examiner. Accordingly, the original prosecuting Examiner has failed to show a 
prima facie case of obviousness with respect to claims 9, 17, and as required under 35 U.S.C. § 
103(a). Therefore, the rejection of claims 9, 17, and 25 under 35 U.S.C. § 103(a) was improper. 

The original prosecuting Examiner correctly states on page 3 of the Final Office Action that 
McGarvey "does not teach direct access to data on (Sic) remote computer without using the 
central computer. However, the Examiner combines McGarvey with Denning to overcome the 
deficiencies of McGarvey not teaching direct access direct access to data on a remote computer 
without using the central computer. However, the Applicant respectfully suggests that the 
combination of McGarvey with Denning destroys the intent purpose and/or function of the 
invention disclosed in McGarvey. Here the intent, purpose, and function of McGarvey taken 
alone or in view of Denning is a system where a client computer digitally signs a nonce, 
transmits the signed nonce to a middle server, which then accesses a remote server on behalf of 
the client. Because Denning teaches that a client first requests a ticket from a Kerberos machine, 
then requests a server ticket from a TGS, and then the client sends a request to a remote 
computer for data access, this combination as suggested by the Examiner destroys the intent and 
purpose of McGarvey's intent of having a client computer use a middle-server to access 
requested data . The entire purpose of McGarvey is to have a middle-tier server impersonate the 
client. Denning destroys this intent by having the client access the remote computer. Therefore, 
the Examiner's case of Prima Facie Obviousness should be withdrawn. 
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Moreover, McGarvey does not teach the claimed invention is conceded in the Final Office 
Action. However, the Final Office Action alleges all that is missing from McGarvey is the 
"direct accesses to data on a remote computer, without using the central computer." Further 
there is no motivation to combine McGarvey and Denning since i.) combing them is insufficient 
to make the claimed invention and ii.) they themselves do not disclose any reasons for making 
such combination. 

The McGarvey reference taken alone and/or in view of Denning and/or in view of Lincoln 
simply does not suggest, teach or disclose the patentably distinct claim elements of: 
" transmitting, by a central computer, a partial response to the client computer, wherein the partial 
response comprises at least a nonce value and a representation of information to be displayed on 
the client computer, and wherein the nonce value is digitally signed by the central computer 
and "accepting a request for a data item from a client computer, wherein the request contains a 
nonce value which has been digitally signed with a digital signature by a central computer " and 
" wherein the nonce value is ... used to authorize a limited number of direct accesses to data on a 
remote computer, without using the central computer ." 

In view of the foregoing, independent claims 1, 14, 17, 19, and 25 distinguish over McGarvey, 
Denning, and Lincoln because these references alone and/or in combination with each other do 
not teach, anticipate, or suggest the presently claimed invention. All the remaining claims i.e. 2- 
13, 15-16, 18, 20-24, and 26 depend respectively from independent claims 1, 14, 17, 19, and 25. 
Accordingly, the claims 1-26 of the present invention distinguish over McGarvey alone and/or in 
combination with Denning and/or in combination with Lincoln for the reasons shown above. 
The Applicant respectfully request that the claims 1-26 of the present invention be allowed or in 
the alternative reopen prosecution on the merits citing art teaching the presently claimed 
invention. 



Respectfully submitted, 



Date: March 30, 2006 



By: 



Jon Gibbons, Reg. No. 37,333 
Attorney for Applicant 
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